Table of Contents

Audit Trail Requirements — DentalCare Pro System
	Field
	Value

	Document ID
	COMP-AUD-001

	Version
	1.3

	Effective Date
	2025-06-15

	Review Date
	2025-12-15

	Owner
	Michael Chen — Director of IT Security

	Classification
	Internal — Restricted


Version History
	Version
	Date
	Author
	Changes

	1.0
	2023-06-01
	Michael Chen
	Initial audit trail requirements

	1.1
	2024-01-15
	James Ortiz
	Added Spring Boot audit implementation specs

	1.2
	2024-09-01
	Michael Chen
	Enhanced PHI access logging requirements

	1.3
	2025-06-15
	Michael Chen
	Cloud audit integration (CloudTrail/CloudWatch)



1. Purpose
This document defines the audit trail requirements for the DentalCare Pro system in compliance with HIPAA Security Rule §164.312(b) (Audit Controls) and §164.308(a)(1)(ii)(D) (Information System Activity Review). Audit trails provide the forensic evidence necessary to detect unauthorized access, investigate security incidents, and demonstrate compliance during audits.

2. Regulatory Requirements
	Regulation
	Section
	Requirement

	HIPAA Security Rule
	§164.312(b)
	Record and examine activity in systems with ePHI

	HIPAA Security Rule
	§164.308(a)(1)(ii)(D)
	Information system activity review

	HIPAA Security Rule
	§164.312(c)(2)
	Mechanism to authenticate ePHI

	HITECH Act
	§13402
	Breach discovery and notification

	State Dental Board Regs
	Varies
	Clinical record access and modification tracking

	PCI DSS (if applicable)
	Req. 10
	Track access to cardholder data



3. Audit Event Categories
3.1 Authentication Events
	Event Type
	Log Level
	Trigger
	Data Captured

	AUTH_LOGIN_SUCCESS
	INFO
	Successful user login
	User ID, timestamp, IP, user agent, MFA method

	AUTH_LOGIN_FAILURE
	WARN
	Failed login attempt
	Username (attempted), timestamp, IP, failure reason

	AUTH_LOGOUT
	INFO
	User logout (explicit)
	User ID, timestamp, session duration

	AUTH_SESSION_TIMEOUT
	INFO
	Session expired due to inactivity
	User ID, timestamp, last activity time

	AUTH_SESSION_INVALIDATED
	WARN
	Session forcibly invalidated
	User ID, timestamp, reason, admin ID

	AUTH_MFA_SUCCESS
	INFO
	MFA challenge passed
	User ID, timestamp, MFA method

	AUTH_MFA_FAILURE
	WARN
	MFA challenge failed
	User ID, timestamp, MFA method, attempt count

	AUTH_PASSWORD_CHANGE
	INFO
	User changed password
	User ID, timestamp

	AUTH_PASSWORD_RESET
	WARN
	Password reset by admin
	User ID, timestamp, admin ID, reset method

	AUTH_ACCOUNT_LOCKED
	WARN
	Account locked due to failed attempts
	Username, timestamp, IP, failure count

	AUTH_ACCOUNT_UNLOCKED
	INFO
	Account unlocked by admin or timeout
	Username, timestamp, unlock method, admin ID

	AUTH_EMERGENCY_ACCESS
	CRITICAL
	Break-glass emergency access used
	Emergency account, timestamp, authorizer, reason


3.2 PHI Access Events
	Event Type
	Log Level
	Trigger
	Data Captured

	PHI_VIEW_DEMOGRAPHICS
	INFO
	Patient demographics viewed
	User ID, patient ID, fields viewed, purpose

	PHI_VIEW_CLINICAL_NOTES
	INFO
	Clinical notes accessed
	User ID, patient ID, note ID, date range

	PHI_VIEW_TREATMENT_PLAN
	INFO
	Treatment plan accessed
	User ID, patient ID, plan ID

	PHI_VIEW_IMAGING
	INFO
	Dental images/X-rays viewed
	User ID, patient ID, image IDs

	PHI_VIEW_PRESCRIPTIONS
	INFO
	Prescription records accessed
	User ID, patient ID, Rx IDs

	PHI_VIEW_BILLING
	INFO
	Billing/financial records accessed
	User ID, patient ID, record type

	PHI_VIEW_INSURANCE
	INFO
	Insurance information accessed
	User ID, patient ID, payer info

	PHI_SEARCH
	INFO
	Patient search performed
	User ID, search criteria, result count

	PHI_BULK_VIEW
	WARN
	More than 10 patient records in single session
	User ID, patient IDs, count, business purpose


3.3 PHI Modification Events
	Event Type
	Log Level
	Trigger
	Data Captured

	PHI_CREATE_PATIENT
	INFO
	New patient record created
	User ID, patient ID, timestamp

	PHI_UPDATE_DEMOGRAPHICS
	INFO
	Demographics modified
	User ID, patient ID, fields changed, old/new values

	PHI_CREATE_CLINICAL_NOTE
	INFO
	New clinical note created
	User ID, patient ID, note ID, note type

	PHI_UPDATE_CLINICAL_NOTE
	WARN
	Clinical note modified after creation
	User ID, patient ID, note ID, change description

	PHI_FINALIZE_CLINICAL_NOTE
	INFO
	Clinical note finalized (locked)
	User ID, patient ID, note ID, digital signature

	PHI_CREATE_TREATMENT_PLAN
	INFO
	Treatment plan created
	User ID, patient ID, plan ID, procedures listed

	PHI_UPDATE_TREATMENT_PLAN
	INFO
	Treatment plan modified
	User ID, patient ID, plan ID, changes

	PHI_CREATE_PRESCRIPTION
	INFO
	Prescription created
	User ID, patient ID, Rx ID, drug, quantity

	PHI_VOID_PRESCRIPTION
	WARN
	Prescription voided
	User ID, patient ID, Rx ID, reason

	PHI_CREATE_APPOINTMENT
	INFO
	Appointment scheduled
	User ID, patient ID, appt ID, provider, datetime

	PHI_CANCEL_APPOINTMENT
	INFO
	Appointment cancelled
	User ID, patient ID, appt ID, reason

	PHI_MERGE_PATIENT
	CRITICAL
	Patient records merged (duplicate resolution)
	User ID, source patient IDs, target patient ID


3.4 PHI Disclosure Events
	Event Type
	Log Level
	Trigger
	Data Captured

	PHI_EXPORT_REPORT
	WARN
	PHI-containing report generated
	User ID, report type, patient IDs, format

	PHI_PRINT
	WARN
	PHI printed
	User ID, patient ID, document type, printer

	PHI_FAX
	WARN
	PHI faxed
	User ID, patient ID, fax number, page count

	PHI_EMAIL
	WARN
	PHI sent via secure email
	User ID, patient ID, recipient, encryption method

	PHI_CLAIM_SUBMITTED
	INFO
	Insurance claim submitted
	User ID, patient ID, claim ID, payer

	PHI_REFERRAL_SENT
	INFO
	Referral sent to external provider
	User ID, patient ID, referring provider, recipient

	PHI_PATIENT_PORTAL_SHARED
	INFO
	Information shared via patient portal
	Patient ID, document type, access datetime

	PHI_DISCLOSURE_OTHER
	WARN
	Other PHI disclosure (manual log)
	User ID, patient ID, recipient, purpose, legal basis


3.5 Administrative Events
	Event Type
	Log Level
	Trigger
	Data Captured

	ADMIN_USER_CREATED
	INFO
	New user account created
	Admin ID, new user ID, role assigned

	ADMIN_USER_MODIFIED
	INFO
	User account modified
	Admin ID, user ID, changes made

	ADMIN_USER_DISABLED
	WARN
	User account disabled
	Admin ID, user ID, reason

	ADMIN_USER_DELETED
	WARN
	User account deleted
	Admin ID, user ID, reason

	ADMIN_ROLE_CHANGED
	WARN
	User role modified
	Admin ID, user ID, old role, new role

	ADMIN_PERMISSION_GRANTED
	INFO
	Permission added to user/role
	Admin ID, user/role ID, permission, justification

	ADMIN_PERMISSION_REVOKED
	INFO
	Permission removed from user/role
	Admin ID, user/role ID, permission

	ADMIN_CONFIG_CHANGED
	WARN
	System configuration modified
	Admin ID, config key, old value, new value

	ADMIN_BACKUP_INITIATED
	INFO
	System backup started
	Admin ID, backup type, target location

	ADMIN_BACKUP_COMPLETED
	INFO
	System backup completed
	Backup ID, size, duration, status

	ADMIN_RESTORE_INITIATED
	CRITICAL
	System restore initiated
	Admin ID, backup source, restore scope


3.6 Security Events
	Event Type
	Log Level
	Trigger
	Data Captured

	SEC_UNAUTHORIZED_ACCESS
	CRITICAL
	Unauthorized access attempt detected
	User ID, resource, IP, denial reason

	SEC_PRIVILEGE_ESCALATION
	CRITICAL
	Privilege escalation attempt
	User ID, requested privilege, IP

	SEC_SQL_INJECTION_ATTEMPT
	CRITICAL
	SQL injection pattern detected
	Source IP, payload (sanitized), endpoint

	SEC_XSS_ATTEMPT
	HIGH
	Cross-site scripting attempt detected
	Source IP, payload (sanitized), endpoint

	SEC_BRUTE_FORCE_DETECTED
	CRITICAL
	Brute force pattern detected
	Source IP, target accounts, attempt count

	SEC_SUSPICIOUS_DATA_ACCESS
	HIGH
	Anomalous PHI access pattern
	User ID, pattern description, patient IDs

	SEC_CERTIFICATE_EXPIRY
	WARN
	Certificate approaching expiry
	Certificate CN, expiry date, days remaining

	SEC_VULNERABILITY_DETECTED
	HIGH
	Vulnerability scan finding
	Vulnerability ID, CVE, severity, affected system



4. Audit Log Format
4.1 Standard Log Entry Structure
All audit log entries must conform to the following JSON structure:
{
  "timestamp": "2025-08-15T14:32:01.456Z",
  "eventId": "evt_a1b2c3d4-e5f6-7890-abcd-ef1234567890",
  "correlationId": "cor_f1e2d3c4-b5a6-7890-abcd-ef1234567890",
  "eventType": "PHI_VIEW_CLINICAL_NOTES",
  "logLevel": "INFO",
  "userId": "usr_12345678-abcd-1234-abcd-1234567890ab",
  "userName": "dr.sarah.johnson",
  "userRole": "DENTIST",
  "patientId": "pat_87654321-dcba-4321-dcba-0987654321ba",
  "resourceType": "ClinicalNote",
  "resourceId": "note_11223344-5566-7788-99aa-bbccddeeff00",
  "action": "READ",
  "sourceIp": "10.0.1.45",
  "userAgent": "Mozilla/5.0 (Windows NT 10.0; Win64; x64)",
  "sessionId": "ses_aabbccdd-eeff-0011-2233-445566778899",
  "outcome": "SUCCESS",
  "details": {
    "noteType": "PROGRESS_NOTE",
    "noteDate": "2025-08-15",
    "fieldsAccessed": ["chiefComplaint", "findings", "treatment", "plan"]
  },
  "applicationVersion": "1.4.2",
  "environment": "PRODUCTION"
}
4.2 Required Fields (All Events)
	Field
	Type
	Required
	Description

	timestamp
	ISO 8601
	Yes
	UTC timestamp with millisecond precision

	eventId
	UUID
	Yes
	Globally unique event identifier

	correlationId
	UUID
	Yes
	Request correlation ID for tracing

	eventType
	String
	Yes
	Event type code from §3 categories

	logLevel
	Enum
	Yes
	INFO, WARN, HIGH, CRITICAL

	userId
	UUID
	Yes
	Authenticated user identifier

	action
	Enum
	Yes
	CREATE, READ, UPDATE, DELETE, EXECUTE

	sourceIp
	String
	Yes
	Client IP address

	outcome
	Enum
	Yes
	SUCCESS, FAILURE, DENIED

	environment
	Enum
	Yes
	PRODUCTION, STAGING, DEVELOPMENT


4.3 PHI-Specific Fields
	Field
	Type
	Required
	Description

	patientId
	UUID
	If PHI event
	Patient identifier

	resourceType
	String
	If PHI event
	Type of PHI resource accessed

	resourceId
	UUID
	If PHI event
	Specific resource identifier

	fieldsAccessed
	Array
	If PHI read
	List of PHI fields accessed

	oldValues
	Object
	If PHI modify
	Previous values (masked for sensitive fields)

	newValues
	Object
	If PHI modify
	New values (masked for sensitive fields)



5. Implementation Architecture
5.1 Spring Boot Audit Implementation
┌─────────────────────────────────────────────────────────────┐
│                  Spring Boot Application                     │
│                                                             │
│  ┌─────────────┐  ┌──────────────┐  ┌──────────────────┐  │
│  │ AuditAspect │  │ PHIAccess    │  │ Hibernate        │  │
│  │ (AOP)       │  │ Interceptor  │  │ Envers           │  │
│  └──────┬──────┘  └──────┬───────┘  └────────┬─────────┘  │
│         │                │                    │            │
│         └────────────────┼────────────────────┘            │
│                          │                                  │
│                  ┌───────▼────────┐                         │
│                  │ AuditService   │                         │
│                  │ (Async Queue)  │                         │
│                  └───────┬────────┘                         │
│                          │                                  │
└──────────────────────────┼──────────────────────────────────┘
                           │
              ┌────────────┼────────────────┐
              │            │                │
     ┌────────▼───┐ ┌─────▼──────┐  ┌─────▼──────────┐
     │ PostgreSQL │ │ CloudWatch │  │ Elasticsearch  │
     │ audit_log  │ │ Logs       │  │ (Analysis)     │
     │ table      │ │            │  │                │
     └────────────┘ └────────────┘  └────────────────┘
Key Implementation Components:
1. AuditAspect (AOP): Intercepts all controller and service method calls annotated with @Audited
1. PHIAccessInterceptor: Specifically tracks PHI field access at the JPA entity level
1. Hibernate Envers: Provides entity versioning and historical data tracking for all PHI entities
1. AuditService: Asynchronous audit event processing to minimize performance impact
1. Dual Write: Audit events written to both PostgreSQL (query) and CloudWatch (retention/analysis)
5.2 Legacy VB6 Audit (Current State)
The legacy VB6 system has limited audit capabilities:
	Capability
	Status
	Gap

	Login/logout tracking
	Implemented
	No IP address captured

	PHI access logging
	Partial
	Only tracks form opens, not field-level access

	PHI modification logging
	Partial
	No old/new value capture

	Print/export tracking
	Not implemented
	Critical gap — compensated by physical log

	Admin action logging
	Minimal
	User creation only

	Security event logging
	Not implemented
	Critical gap


Migration Priority: Audit trail enhancement is a primary driver for the Spring Boot migration. See Legacy_Known_Issues_and_Tech_Debt.md §2.5 for details on legacy audit limitations.

6. Audit Log Retention and Protection
6.1 Retention Schedule
	Log Category
	Hot Storage (Searchable)
	Warm Storage (Archived)
	Cold Storage (Compliance)
	Total Retention

	Authentication events
	90 days
	1 year
	6 years
	7 years

	PHI access events
	90 days
	1 year
	6 years
	7 years

	PHI modification events
	90 days
	2 years
	6 years
	8 years

	Administrative events
	90 days
	1 year
	6 years
	7 years

	Security events
	180 days
	2 years
	6 years
	8 years


6.2 Log Protection
Audit logs must be protected from tampering, unauthorized access, and accidental deletion:
	Control
	Implementation

	Write-once storage
	CloudWatch Logs with resource policy (no delete)

	Access restriction
	IAM policy — read-only for Security team

	Integrity verification
	SHA-256 digest chain (each entry references prior)

	Encryption at rest
	AES-256 via AWS default encryption

	Encryption in transit
	TLS 1.3 for all log transport

	Separation of duties
	Admins cannot modify/delete audit logs

	Backup
	Cross-region replication to us-west-2

	Alerting on log tampering
	CloudWatch alarm on log group modification



7. Monitoring and Alerting
7.1 Real-Time Alerts
	Alert Rule
	Condition
	Severity
	Notification

	Brute force detection
	>5 AUTH_LOGIN_FAILURE in 5 min
	Critical
	PagerDuty + Email

	After-hours PHI access
	PHI event between 10PM-6AM
	Medium
	Email to Security

	Bulk PHI access
	>50 PHI_VIEW events in 1 hour
	High
	PagerDuty + Email

	Emergency access activation
	AUTH_EMERGENCY_ACCESS event
	Critical
	PagerDuty + SMS

	Unauthorized access attempt
	SEC_UNAUTHORIZED_ACCESS event
	Critical
	PagerDuty + SMS

	Patient record access without appointment
	PHI access, no active appointment
	Medium
	Email to Security

	Multiple failed MFA attempts
	>3 AUTH_MFA_FAILURE in 10 min
	High
	PagerDuty + Email

	Admin configuration change
	ADMIN_CONFIG_CHANGED event
	Medium
	Email to Security


7.2 Scheduled Reports
	Report
	Frequency
	Audience
	Format

	PHI Access Summary
	Daily
	Security Officer
	PDF

	Authentication Anomaly Report
	Daily
	IT Security Team
	Dashboard

	User Activity Summary
	Weekly
	Department Managers
	PDF

	Compliance Audit Trail Summary
	Monthly
	Compliance Officer
	PDF

	Security Event Summary
	Monthly
	CISO + Compliance
	PDF

	Full Audit Trail Extract (Compliance)
	Quarterly
	External Auditors
	CSV



8. Audit Trail Review Process
8.1 Review Schedule
	Review Type
	Frequency
	Reviewer
	Documented

	Automated alert review
	Real-time
	IT Security (on-call)
	JIRA ticket

	Daily PHI access review
	Daily
	Security Analyst
	Log entry

	Weekly user activity review
	Weekly
	Security Officer
	Report

	Monthly compliance review
	Monthly
	Compliance Officer
	Report

	Quarterly comprehensive review
	Quarterly
	External Auditor
	Formal report


8.2 Anomaly Detection Rules
The following patterns trigger investigation:
1. Snooping Detection: Staff accessing PHI of patients with no appointment relationship
1. VIP Patient Alert: Access to flagged VIP/employee patient records generates immediate alert
1. Volume Anomaly: User accessing significantly more records than peer group average
1. Time Anomaly: Access patterns inconsistent with work schedule
1. Terminated Access: Any authentication attempt by terminated user account
1. Geographic Anomaly: Access from unexpected geographic location
1. Role Anomaly: Access patterns inconsistent with assigned role

9. Audit Trail for Migration Period
During the VB6 → Spring Boot migration, additional audit requirements apply:
	Requirement
	Implementation

	Parallel system access tracking
	Unified correlation ID across both systems

	Data migration audit trail
	Every record migration logged with checksum

	Access reconciliation between legacy and new
	Weekly comparison report

	Audit gap analysis during cutover
	Real-time monitoring, max 5-min gap allowed

	Legacy audit log migration to new format
	ETL pipeline with format conversion
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