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“Pipeline chay thanh céng nhung data
sai — Idm sao ban biét? Case study:
Mot team phat hién model accuracy
gidm 15% — sau 3 ngdy mdi biét up-
stream data bi schema change. Data
observability phat hién trong 60 gidy.”

Giir cau hdi nay trong ddu sudt budi hoc hém nay



Néi Dung Bdi Hqc VVINUNIVERSITV

1. Data Observability vs Pipeline 5. SLO Engineering cho Data & Al
Monitoring 6. Incident Response cho Data
2. Great Expectations: Suites & Systems
Checkpoints 7. Live Demo: Incident Detection
3. Monte Carlo & Anomaly Detection 8. Labs: Data Observability
4. dbt Tests: Unit & Integration Implementation
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M l:' C T i é u | ViNuNIvERSITY

Sau budi hoc ndy, ban sé:
1. Master data observability véi Great Expectations + Monte Carlo
2. Thiét ké advanced Grafana dashboards cho data quality
3. Implement SLO engineering cho data & Al services
4. Xday dung incident response workflow cho data incidents

Data observability concepts (20 min) — Great Expectations (45 min) —
Monte Carlo / dbt tests (30 min) — SLOs (30 min) — Demo & Labs
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Delive rdble Cué’i Ngély | ViNuNIvERSITY

I GE checkpoint suite + Monte Carlo-style anomaly detection + SLO dashboard

m Great Expectations Checkpoint chay trong Airflow DAG

m Z-score anomaly detection script véi Slack alert

m 3 SLOs cho data platform + Grafana dashboard véi error budget panel
m Incident response runbook document
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Pipeline Monitoring vs Data Observability | vivonversiTY

Infrastructure view:

B |s the job running?

B How long did it take?

B Did it error out?

® Resource usage (CPU, memory)

—s “Pipeline succeeded” nhung data cé thé sail

Data quality view:

B |s data correct?

B [s data fresh?

B s data complete?
B [s data consistent?

— Detect silent data issues trudc khi impact
downstream
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Data downtime: trung binh 10+ gi&/tudn cho data teams — observability gidm 80%.

Cost of bad data: Gartner estimate $15M/n&m trung binh — ddu tu data quality cé ROI & rang.
Impact gi?;



Hdu hét teams & Level 0-1. Muc tiéu khod nay: dat Level 2 (anomaly detection) va hiéu roadmap 1&n Level

3-4.
auto-remediation; [ -Stealth, thick, gray] (10) - (I11); [-Stealth, thick, gray] (I1) -
(12); [-Stealth, thick, gray] (12) - (13); [-Stealth, thick, gray] (13) - (14);



Observability cho Unstructured Data | vivonversiTY

Traditional data quality checks (null rate, schema, value range) khéong dp
dung dugc cho unstructured data

= Document embeddings drift: cosine similarity giira batch mgi vs baseline
gidm — model retrieval quality suy gidm

= Image quality degradation: resolution, blur score, aspect ratio distribution
thay doi gilra cdc batch

= Text length distribution shifts: trung binh token count thay déi d6t ngot —
upstream data source c6 van dé

Approach: Monitor statistical distributions (KL divergence, KS test) trén derived features thay vi raw content.
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Expectation Suite & Profiler N viunversiTY

B Nhém expectations cho mot data asset B Ty ddng generate expectations tir data
® Vidu: “users” suite kiém tra email format, sample
age range, null rates B UserConfigurableProfiler — chon
B Versioned trong Git cling pipeline code columns, rules ) )
B Reusable across environments B Baseline expectations: not_null, unique,
(dev/staging/prod) value ranges o '
B Review & refine — profiler la starting
point, khong phai final
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GI"eCIt EXpeCthionS: COde Exumple | ViNuNIvERSITY

great_expectations gx

B K&t hdp suite + datasource + action
list
B Chay trong Cl hodc Airflow

# Create suite B Actions on failure:
suite = context.add_expectation_suite(

context = gx.get_context()

> SlackNotificationAction
>

"users_suite"

StoreEvaluationParameters
> Block pipeline execution

# Add expectations
suite.add_expectation(
gx.expectations
.ExpectColumnValuesToNotBeNull(
column="email"

) Auto-generate HTML report — share véi

suite.add_expectation( stakeholders, link trong Airflow task logs
gx.expectations

.ExpectColumnValuesToBeBetween (
column="age", min_value=0,
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Monte Carlo: ML-Based Data Observability g vmonversiTy

B Connect to warehouse — ML-based B pandas-profiling + statistical tests
anomaly detection B Z-score: abs(current - mean) / std > 3
B Ty déng monitor >200 metrics B Time-series: Prophet model du dodn
B Incident timeline: map lineage dé tim expected value
root cause trong phut ® Alert néu actual > 30 deviation
B Alerting: Slack, PagerDuty, email B Prometheus metrics export

Giang vién (VinUni) AICB - Ngay 27 Tudn6 10/20



Z-Score Anomaly Detection: Implementation N viunversiTY

numpy np
datetime datetime

detect_anomaly(current_value, history, threshold=3):

"""Detect anomaly using Z-score method."""
mean = np.mean(history)
std = np.std(history)
std ==
False, 0.0
z_score = (current_value - mean) / std
is_anomaly = z_score > threshold
is_anomaly, z_score

# Example: monitor daily row count

daily_counts = [10200, 10150, 10300, 10180, 10250]
today_count = 5100 # 50% drop!

anomaly, score = detect_anomaly(today_count, daily_counts)
# anomaly=True, score=7.2 -> ALERT!
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dbt Test Pyramid N vionvensiTy

not_null, unique,

——» accepted_values,

relationships.

Unit Tests (fast)

. Custom SQL tests,
Integration Tests cross-table checks

/ E2E Data Validation \@ Z:vpp.:f Sandation

6 12/20



dbt Tests: Built-in & Custom N vivonversiTy

B not_null — column khong chira NULL B Custom tests: viét SQL trong tests/
B unique — column gid tri duy nhét B dbt-expectations: port Great
B accepted_values — chi chép nhén danh Expectations vao dbt

sdch B Elementary: open-source data
B relationships — FK tén tai trong bdng observability trén dbt

khdc ; B Anomaly detection trén dbt models
B Free, fast, essential — chay moi dbt test B Dashboard cho data quality trends
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Vidu: SLO = 99.5% freshness <60 min — Error budget = 0.5% = 3.6 gid/thdng cho phép data stale.



Error Budget Burn Rate & Alerting (Vp—

Fast burn alert: burn 2% budget/hour — PO alert, cn response ngay
Slow burn alert: burn 5% budget/6h — P1 alert, investigate within shift

SLO dashboard: Google SRE Workbook patterns — Grafana template
available

Cultural impact: SLOs bubc team prioritize reliability over features
Action khi burn out: freeze feature deployments, focus reliability fixes

I freshness_slo: <60 min, 99.5% | null_rate_slo: <0.1%, 99.9% | schema_drift_slo: 0 violations, 100%
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Incident Severity & Response | vivonveRsiTY

Severity Description Response Time Example
PO Production down 5 min Pipeline halted, no data flowing
P1 Dataincorrect 30 min Wrong values in serving tables
P2 Degraded quality  2h SLO breach, slow freshness
P3 Minor issue Next business day = Documentation gap
B PagerDuty + Rundeck: auto-run B Blameless: focus systemic fixes
diagnostic scripts ® 5 Whys analysis
® Runbook automation: pre-written B Action items with owners & deadlines

recovery steps
B Slack war room: real-time coordination
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Chaos Engineering cho Data Pipelines | vivonveRsiTY

B Inject failures vao data pipeline B Quarterly drill

B Netflix Chaos Monkey cho data B Simulate real data incident

m Kill Airflow worker mid-task ® Practice full cycle:

B Corrupt upstream data source D . Di .
® Simulate network partition > Detection — Diagnosis

> Remediation — Verify
> Post-mortem — Improve
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Live Demo: Data Incident Detection & Resolution N viunversiTY

1. Demo 1: Inject schema change vdo upstream data — GE checkpoint
fails — Slack alert trong 60 gidy

2. Demo 2: Inject volume anomaly (10% of normal) — Z-score detection
— PagerDuty alert

3. Demo 3: dbt test failure — lineage graph identify upstream source of
corruption

4. Demo 4: SLO dashboard — show error budget consumption, burn rate
alert kich hoat

5. Resolution flow: alert — runbook — auto-diagnostic — root cause —
fix — verify
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LCI b # 27 | ViNuNIvERSITY

Muc tiéu: Data Observability Implementation

Deliverable:
m Setup Great Expectations project, create Suite vai Profiler cho sample
dataset

» Build Checkpoint integrate vgi Airflow DAG — block pipeline on
validation failure

= Implement Z-score anomaly detection cho 5 key metrics, Slack alert
khi anomaly

= Define 3 SLOs cho data platform, build Grafana SLO dashboard
Thgi gian: 2.5h
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T6°ng ké’t - Key TakeCIWCIyS | ViNuNIvERSITY

Nhifng y chinh c@n nhd sau budi hoc hom nay

o Data observability # pipeline monitoring — cén cd hai, focus khdc nhau. Pipeline suc-
ceeded khéng c6 nghia data ding.

SLOs bubc team prioritize reliability over features — cultural shift quan trong hon tool-
ing.

e Automated anomaly detection phdi cé human review — false positives cén training
models over time.
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Tié’p theo & Bdi tap VVINUNIVERSITV

Ngay 28: Integration Workshop = Hodn thanh Lab 27: Data

— Full Platform Demo Observability Implementation

“Tich hgp todn bd infrastructure = Review toan b components

stack, demo end-to-end platform, tuN16-N27

hoan thanh Milestone 3” = Chudn bi Milestone 3 demo
script
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Hoi & Pap

Cau héi ndo vé data observability, Great Ex-
pectations, SLOs, hay incident response?
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